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Abstract— In the field of security and intrusion detection system, the technique of case based reasoning (CBR)  and other methodologies 

from the field of artificial intelligence can be used to build applications which ensure the accuracy of decisions, this paper describe the 

architecture of the proposed system, case base, case representation, case retrieval, case reuse and case revise. For the realization of a 

CBR system for the domain of intrusion detection, we used a JCOLIBRI, java based framework to build our prototype, the case-base for 

this system is built with an initial set of 5 intrusions cases contained within the case-base. 
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1 INTRODUCTION                                                                   

omputer networks and systems have become indispen-

sable tools for business operations. They are now de-

ployed in all professional sectors: banking, insurance, 

medicine and military. Initially isolated from one another, 

these neworks are now interconnected and the number of ac-

cess points continues to grow. This phenomenal development 

is naturally accompanied by an increase in the number of us-

ers. 

Concerning these networks,  users, known or not, are not very 

mindful of good intentions, they can exploit the vulnerabilities 

of networks and systems to try to access sensitive information 

for purpose to read, modify or destroy them, once these 

neworks have emerged as targets of potential attacks, security 

become indispensable. 

Many tools and means are available, such as firewalls, 

harware solutions, auditing software or intrusion detection 

systems (IDS). IDS is one of the most popular answers to the 

problem posed by : The continuing evolution of the attacks, 

the appearance of new attacks, and the need to be able to 

quickly implement new security policies in a network in order 

to detect and react as quickly as possible to attacks occurring 

in that network. Intrusion detection can be done manually or 

automatically, in the manual intrusion detection process, a 

human analyst checks log files for suspicious signs that may  

indicate an intrusion.  

A system that performs automated intrusion detection is 

called intrusion detection system (IDS), when an intrusion is 

discovered by an IDS, typical actions it can take are, for exa-

ple, recording relevant information in a file or database [1], to 

generate an e-mail alert or a message on a mobile 

phone.Determine the actual intrusion detected and take cetain 

actions to stop or prevent it from happening again.Intrusion 

detection has been studied for more than twenty-five years, 

the "passive" Intrusion Detection Systems (IDS) have been de-

ployed more and more widely, followed today by "active" 

Itrusion Prevention Systems (IPS). 

 

In addition, the majority of solutions are based on centralized 

mechanisms with low capacity to work on dynamic and dis-

tributed environments. 

To solve these problems, in this context, we propose an archi-

tecture of intrusion detection able to work in intelligence with 

their environment by exploiting the learning agents notion [2]. 

 

2    CASE BASED REASONING PARADIGM 

Case-based reasoning is a learning and reasoning technique to 

solve some of the complexities of implanting an inference en-

gine. From a problem, a case-based system performs a search 

in its knowledge base, returns a case similar to the problem, 

extracts the desired solution, adapts it and stores the new case 

c 
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generated This makes it possible to reason in fields whose 

concepts are not totally formalized and where it would be 

very difficult to formulate a set of rules of inference. 

The case-based reasoning is subdivided into several connected 

steps forming a cycle presented in figure 1. 

 

 

Fig1. A model of Case Based Reasoning System 

First, the situation is based on an incomplete set of characteris-

tics describing the problem. This complex step of the process is 

often performed by a human being entering information into 

the system, thanks to this brief description of the problem, a 

retrieve is carried out in a Case-Base to find the previous cases 

most likely to satisfy the purpose of reasoning, namely to 

solve the present problem.  Return cases depend on both the 

system case, the cases available in the case base as well as the 

current reasoning task. The previous solution is extracted from 

the most similar case for reuse, it becomes a proposed solu-

tion, and it’s undergoing a process of revision and adaptation 

in order to become appropriate with the present problem. Ad-

aptation substitutes elements in proposed solution or trans-

forms it for purpose is to make it appropriate in context of 

new problem. The result of this process generates a new case 

containing current problem and the confirmed solution which 

can then be memorized in the case base for future use. 

2.1 Base Case 

 
To perform any inference task, a reasoning engine requires 

knowledge about the target domain [3]. For case-based reason-

ing, this knowledge forms the base case, this basis is accessible 

both by the designer of the reasoning system and by the sys-

tem himself. The user of the system does not need to have ac-

cess to the entire case base, but must be able to read and un-

derstand the content of cases found by the system. A case pre-

sents itself in the form of a problem and its solution, of specifi-

cations and a plan to satisfy them,  A case is a contextual piece 

of information that describes a successful experience for a par-

ticular problem or situation in the past [4]. 

 

      
  Case ID   
  

 
  

  Problem   

  
 

  

  Solution   

      

Fig2. Structure of a Case 

2.2 Case Representation 

An example of a case is presented in Table 1. The case contains 

two parts: description and solution. The description of  the 

case is a set of characteristics: Protocol, Source IP address, 

Source port, Destination IP address, Destination port, and 

Packet contents. In knowledge representation, case-base illus-

tration  and vocabulary are standard applications of AI 

metods  and database [5].  

 

TABLE 1  
EXAMPLE OF CASE REPRESENTATION 

Case Description Attribut 

Case ID 

Protocol 

Source IP Address 

Source Port 

Destination IP Address 

Destination Port 

Packets Contents 

     Case Solution attributs 

Output Alert 

 
 

2.3 Similarity Measurements 

 
In CBR applications, essential role is played by notion of simi-

larity, then, purpose of this similarity equation is to find, dur-

ing a phase of retrieves the more similar case, from a base 

case. This equation evaluate similarity betwixt two cases is 

presented below [6]. 

 

Sim (C, S) = 




n

f
fW

1  
),( SC ff

sim
 

 
Where: 

o C is a current/target case. 

o S is a case stored in base case 
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o n is the number of the attributes/features in each 

case. 

o f is the index for an individual attribute/feature. 

o 
SC ff

sim ,(
) is the local similarity function for at-

tribute f in cases C and S. 

 

2.4 Case Retrieval  

In our system CBR for intrusion detection, we implemented k-

nearest neighbour (K-NN) similarity algorithm, this retrieval 

method is the most implemented in many successful CBR sys-

tems [7]. 

Our system CBR receive an input case contains information 

about packets on the networks, this information described by 

the input case is used by K-NN algorithm to find similar cases 

from the case base. 

The classjcolibri.method.retrieve.NNretrieval.NNScoring 

method is used in jCOLIBRI framework, this method execute 

the nearest neighbor on all the attributes, then this method 

return the most similar cases in the base cases. 

 

3 ARCHITECTURE OF INTRUSION DETECTION 

PROPOSED 

In this section, architecture of agents is explicated in detail. 

The agents collaborate between them in to make an efficient 

distributed intrusion detection framework. 

3.1 Motivation of The Proposed Approach 

 
The notion of learning is used to learn normal profiles of users 

and systems to be secured in current IDS. To detect potentials 

attacks, normals profiles are compared with the current pro-

files. we propose in our model to utilize the learning notion to 

learn abnormal profiles correspond to attacks. it's important to 

learn new attack patterns for IDS, the aim is to detect new at-

tacks when they reproduce. 

 

One of the main properties of Intelligent Agents is their learn-

ing ability. To add this function, the agents use existing pat-

terns attack and attacks that have occurred in the past to iden-

tify similarities to a current event suspicious sequence, which 

does not correspond to a normal sequence or a pattern of at-

tack. 

3.2 Multi Agents Paradigm 

A multi-agent system is an organized set of agents. it consists 

of one or more organizations that structure the cohabitation 

rules and teamwork between agents. 

The importance of transition to agent paradigm is compared 

with importance of using object oriented approach. Agent 

technology can be effectively applied in different areas of in-

formation technology, e.g. computer networks, software de-

velopment, object-oriented programming, artificial intelli-

gence, human-machine interaction [8]. 

Artificial intelligence researchers agree on the need for the 

existence of some features to be able to speak of intelligent 

agents : 

o Autonomy : The agent must be able to take initiative and  

act without intervention from the end user. 

o Ability to communicate and cooperate : The agent must  

be able to exchange more or less complex information with 

other agents, with servers or with humans. 

o Ability to reason, react to their environment : The agent  

must be adaptable to its environment. This adaptation must be 

based on the analysis of the external environment of the 

agents. 

o Mobility : Agents must be multi-platform and multi  

architecture, they must be able to move on the network where 

they perform tasks without the user having any control over 

them. 

3.3 System Architecture 

 
Proposed approach is IDS distributed  and based agent. The 

agents are observed as proactive, cooperative autonomous, 

and reflexive entities and also responsible of collecting data 

and analyzing them. The agents are organized in 3 layers. The 

functionalities of these agents are briefly illustrated below : 

 

o Sniffer Agent : capturing continuously traffic data circu-

late across a network. Data flow contains information 

about the packets moving along network to be monitored, 

traffic flow is captured and split into segments to send 

through network for another processing. 

o Preprocessor Agent : after the division of traffic data, the 

segments produced are pretreated prior to analysis. Once 

the packet has been observed to have a particular behav-

ior, it is transmitted to the Filtering Agent. 

o Filter Agent  : at this layer, a first analysis be duly execut-

ed, so some distrustful events of low complexity will be 

detected depending on the goals of this agent who search 

on the rule base, but some events will be skipped, an 

alarm will be launched the event will be  logged in a log 

file and the administrator will be notified. 

o CBR Agent : is a core component of our architecture, to 

achieve target , structure of  CBR system is created around 

the case concept. Case base is a finished set of source 
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event  (S), denoted by BC: {S1, S2, ... Sn}, the source is de-

noted by S = (PbS, Sol [PbS]), solution of problem source 

(Sol [PbS]), denoted by Sol [PbS] = {[A1 / V1], [A2 / V2], 

... [An / Vn]} where [Ai / Vi] means [attribute / Value]. 

Agent use attacks occurred in past to identify similarity 

with current event suspicious sequence. We normalize in 

table 2 the search result as 0 to 1[9]. 

TABLE II 
SIMILARITY VALUES AND EXPLICATIONS 

Similarity value S 

Between attack A 

and Attack B 

Explications 

0 Completely different attack” 

Attacks A and B have no rela-

tionship. 

0<S<1 “similar attack” 

At least the workaround can be 

similar or the same. So, the 

countermeasure can be referred 

the previous cases. 

1 Attacks A and B are completely 

same. So, the countermeasure 

of attack A can be applied at-

tack B without any modifica-

tions. 

 

o Decider agent : Based on precedent algorithm, the objec-

tive for this agent is to verify degree of similarity, if is 

high then in this case the attack is already known, there-

fore a classical trigger will be made, it will be archived 

and the administrator will be informed. Otherwise it is a 

new attack, for our model it's not known, in that case the 

agent generator of attack scheme intervenes. 

o Generator Agent : If the event sequence is identified as an 

attack, then the generator agent creates a new attack pat-

tern linked to the suspicious event sequence, it will be 

strored in the base cases, also the security policies will be 

updated by the administrator , so we learn a new event. 

 

Fig3. Architecture of intrusion detection proposed 

4 IMPLEMENTATION OF OUR ARCHITECTURE AND 

EVALUATION RESULTS 

We use a graphical user interface to test and simplify the pro-

cess of retrieval in the base case using JAVA and JCOLIBRI 

framework [10]. 

 

4.1 jCOLIBRI Framework 

JColibri is a framework developed by the GAIA group [11], 

that realizes applications in the field of artificial intelligence, 

their goal is to find new solutions for computer-based educa-

tion, especially in the field of video games, their research do-

mains are case-based reasoning, knowledge representation, 

JColibri's project is in the field of case based reasoning, it’s a 

free and open source java-based CBR framework. It is a com-

prehensive and efficient tool in developing many types of CBR 

system applications, varying from textual, structured, 

knowledge to data intensive systems [12]. 

We use Eclipse tool as a programming IDE, we create a new  

java project and we import all JCOLIBRI class in this project. 

There are many others tools to build a CBR system, such as 

CASPIAN, ReCall, CBR-Works, ReMind and MyCBR, 

jCOLIBRI is the most supported, updated, and has active 

community of CBR developers  [13]. Figure 4 shows the in-

terne architecture of jCOLIBRI. 
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Fig4. Architecture of jCOLIBRI framework 

 

4.1 Our CBR application 

In first step, we define our query to the system, the aim is to 

simulate the reception of different attributes of attacks: Proto-

col, source ip address,  Source port, Destination IP address, 

Destination port, Packet content as showed in figure 5. 

 

Fig5. Step of define query 

After, for retrieving the cases most similar, the similarity 

measure was configured, for this purpose jCOLIBRI has sev-

eral similarity functions. The K value indicates the number of 

cases must be retrieved. K Nearest Neighbor (k-NN) algo-

rithm is used to computes the similarity of the query with all 

cases, then this algorithm return the K most similar cases. 

 

 

Fig6. Similarity configuration step 

The next step shows the cases returned by K-NN algorithm, in 

previous window the K=3, then 3 cases most similar was re-

turned as showing in figure 7. 

 

 

Fig7. Step of retrieved cases 

Finally, our system would save the new case into the case base 

, this is used in future query, a new id is assigned to the attack. 
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Fig8. Step of retain cases 

 

5 CONCLUSION AND PERSPECTIVES 

In this paper, we have tested case retrieval from the case base 

for an intrusion detection architecture based on multi-agent 

systems. In order to do this, we used the CBR technique, 

which provides our system with an intelligent reasoning 

mechanism based on past cases. This architecture formed by 

MAS and present interoperation between agents also distribu-

tion of detection activities. For perspective work, we will test 

our architecture on a real hardware platform consisting of two 

machines : attacker and victim for purpose of testing various 

features and ensure that the objective  of our model is 

achieved. 
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